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NEXTGEN DEVSECOPS AI

DevSecOps Advanced
Course Curriculum

Harden infrastructure, containers and pipelines. Model threats. Automate security.

ADVANCED 1 MONTH PRACTICAL

Intermediate Instructor-Led Demos + Project

Focus Infrastructure Runtime & Containers

Advanced DevSecOps security

practices beyond foundational

CI/CD controls.

Compliance as Code and

Infrastructure as Code security.

Runtime detection, container

hardening, signing and

vulnerability management.

Prerequisites: Basic Linux commands, application-security fundamentals such as OWASP Top 10, and experience with

DevOps tools and CI/CD pipelines.

Audience: Software developers, technical project managers, architects, operations/support teams, deployment engineers

and other DevSecOps practitioners.
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01 Program Overview
The Advanced program builds on DevSecOps and CI/CD experience and focuses on runtime security, compliance,

Infrastructure as Code security, container security and threat modelling. The source curriculum positions this as an

intermediate course with practical demos and a project.

Secure
Runtime, container and

infrastructure controls.

Automate
Compliance and security checks

in delivery workflows.

Model
STRIDE-based threat modelling

for secure design.

02 Runtime Security & Threat Detection
Module 1

• Detect and alert on behavior that involves making Linux system calls

• Use runtime visibility as a security control

03 Compliance as Code (CaC)
Module 2

• Analyze code for compliance issues

• Audit applications using InSpec

• Automate compliance checks

• Practical demo

04 Infrastructure as Code Security
Module 3

• Static analysis of Terraform code
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